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1 Problems in WInCE 6.0

When connected to platform AppVerif hangs when choosing >>Add<< button.
Please read chapter 2 to solve this problem.
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2  Before connecting to device

You need to select a file from your local hard-disk before connecting to platform.

B8 Windows CE Application Verifier : Mot connected

To select applications to be venfied, click Add. You can then The best settings for each application persist until the application
select best settings for each specific application. Once the is temoved from the Applications pare. To copy lags from the
applications appear in the Applications pane, pou can un them device, chck Get Logs. To view logs saved by yourself o another
b either clicking Bun or by starting them manually. person, chck View Exported Log
Applications: Test sellings:
{default] [ Heap Vesifier
{allt O Handle Leak Tracket
[ 5hell Vesifies
i T ing description:
| Comect. | it
: Select a test setiing to view s descrphion.
Olitions.. | o | View Exported Log... |
Figure1: Add file from local hard-disk (not connected to platform)

Figure 1: Add file from local hard-disk (not connected to platform)
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3  Connecting to platform

3.1 Device Properties

Device Properties

Device Name:
NetDCUT0

Select a ransport and & starlup server. Choose Test to verily that you can
establish a connection to your target device with the selected ransport and

startup server

Transport;

| TCP/IP Transport for Windows CE ~|  Configure...
Startup Server:

1 Maral Server :] Carfigure..,

Concel | Test |

Figure 2: Set up the device properties for connection

3.2 Connecting

X

Manual Server - Action

Please make sure the lollowing fles ae on the device

MM DOWS tepipe.dil
SWINDOWS cemare.exe
WWINDOWSheetlstub.dil

And launch CEMGRC.EXE with the following cmd line

Figure 3: Connecting to platform using manual server
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3.2.1 Starting client on platform

Connect via Telnet to platform and start server (you need the files on the \windows path of the
platform:

» htracker.dll

» shim_heap.dll
» shim_hleak.dll
» shim_usergdi.dll
» shim_verifier.dll
» symhlip.dll

> verifhlp.dll

> appverif.exe

» cemgrc.exe

» cetlstub.dll

> tcpipe.dil

¥ Telnet 10.20.0.30

me to the Windows CE Telnet Service on NetDCULB

) v 6.80
RE #T:TCPIPC.DLL Q@ /D:18.28.1.23:2483

Figure 4: Starting the client on platform via Telnet
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4  Add application / module

&8 Windows CE Application Verifier : Connecied to ‘Windows CE Default Platform’
e

To select applications to be verfied, ciick Add. YYou can then The test seltings for each appheation persist until the application

select test settings for each specific application. Once the is removed from the Apphcations pane. To copy logs fram the
applications appear in the Applications pane, you can n them device, chek Get Logs. To view logs saved by vourself or another
by either chcking Run or by starting them manually. person, chok View Exposted Log.
Applications: Test sellings:

idlefault) [ Heap Veriier

tal} after connected [ Handle Leak Tracker

lorer,
(r0 hesplesicens” O3 Shet Ve

Select a best seting to view its deschplion,

)

Options... ] Gatl.og&..l VmEmtedLug..]

Figure 5: Adding an application or module

#8 Add Application

X

) Application Data
Apphernf exe
= FFSDISK

| >

AlphaE sample. exe
[+ Documents and Settings
MNDO10_Heapleak exe
MET_Alpha.exe
PARINTF.dll
[+ Startllp
| My Documnents
| Network
| Pragram Files
| Recyeled
shirn_heap.di
shimn_hleak. dll
shim_uzergdi.di
shim_verifier. il
1+ Temo

Cacel | [ Open ]

+ 4+ %

Figure 6: Adding app / module from platform
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5 Running test

#8 Windows CE Application Verifier : Connected to "Windows CE Default Platform’

To select applications to be verfied, click Add. Y'ou can then The test sellings for each applcation persist until the application
select test settings for each specific application. Once the is removed from the Applications pane. To copy logs from the
applications appear in the Applications pane. you can nun them device, chck Get Logs. To view logs saved by yourself or another

by either cheking Bun or by starting thenm manually. peison, chek View Exposted Log.

Applications:

{default}
{allt

exploreree
d10_heaplesk exe |

Select a test seling to view its descnplion.

o | ooof [ o | s
!

Dptiors.. | Getlogs.. | ViewExpotedLog.. |

Figure 7: Running tests on app / module
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6  Checking results

With >>Get Logs<< and >>View Exported Logs<< you can check the results.

M Exported Log - C:\Appverif\AppVerifier_nd10_heapleak_1343.log |:||E|E|
Copy e | ™ Show efrors and wamings
* Shaw al
Log results:
B 110 heapleak - 1/1/2006 13:43
[+ # Started
[+ @ Stopped

[+ ® 15 upfreed handles were allscated st this stack
(6 Uniresdotiect. 1 fems ot 60002530 )

Poszible solutions:
Urnfreed obisct

Figure 8: Logdfile

Checking results | 7



7  Example

7.1 Application with heapleak

voi d CND10_HeapLeakDl g: : OnBnd i ckedBut t on1()
{

/
The GetDC function retrieves a conmon,

class, or private device context dependi ng

on the class style specified for the specified w ndow.

After painting with a common devi ce context, the Rel easeDC
function nust be called to rel ease the device context.

EE I R

/
CDC *pCDC = Get DCY() ;

/'l ReleaseDC() is not to be call ed.
/1l This causes a heap | eak.

Listing 1: Application with heapleak

7.2 AppVerif LogFile

= Urnheed object. 1 tems at 0x00025f30
[kemel di BOT524BC) Callstack:
[kemel B BOT524BC]  Ox40b51 b shim_uzerodi difnul) + 1hclh
[kemel diBN524BC]  0x40b52b24: shim_uzerodi difnul) + 2024k
[kemel dlBN524BC)  0x00025F30; nd10_heapleak exel(rnull] + 25300
[kemel B BIN524BC)  0x00011374: nd10_heapleal exel{null) + 113740
(kemel a8 801524BC) 000018740 nd10_heapleak exel{rall) + 187d0h
[kemnel dB-301524BC)  0=0001933¢: nd10_heaplesk. exel{rull) + 1933ch
(kemel dB301524BC) 0x0001ecle: nd10_heapleak exel(rull) + 1ecich
[kemel dB801524BC)  0x0003a3c4: nd10_heaplesk. exelinull] + 3adcdh
[kemnel d801524BC)  0=00038c4: nd10_heapleak exelinuld] + 38ci4h
(kemnel dBBN524BC)]  0x00038c24 nd10_heapleak. exelrull) + 38c24h
[kemel 8015248 C]  0x00035708; nd10_heapleal exel{nul) + 35708H [2x]
[kemel dB801524BC)  0x000358:; nd10_heapleak exelnull] + 35f8ch [24]
[kemel di B0N524BC)  Oxc0036330; k. cored!Ldilfrual] + 16580h [2x]

[...]
(kemel dE801524BC)  0x4003bc2c; coredi dilrd) + 2bc2ch
(kemel gt B01524BCYOncfeed tems:

[kemel di801524BC)_ 0x00260251 GetDCiPerfCount: 367216416

Figure 9: Result of AppVerif

Example | 8



8 Example #2 — more in detall

8.1 Project- Properties in VS2005

8.1.1 Map file (*.map)

ND10_Heapleak Property Pages EWE

Configuration: ;-At-éiv;(.@gj - v Platform: m:twe{NﬂDGJI_l](_nRh;W]‘,u) V [ Configuration Manager, ., l
.1-] Cummnn E‘rn-pertiés A : Gmate Debug lnfo ‘h"es (_:‘BEBUG) :
= Configuration Properties [ Generate Program Database File ${TargeatDir }${Targethame).pdb

General |  Shrip Priveate Symbiols S
Debugging | Generate Map Fie Yes (/MAP) |
Deployrment “Map File Name
S CfCH+ Map Exports Yes (/MAPINFO:EXPORTS)

General Debuggable Assembly No Debuggable attribute emitted

Cptimization |

Preprocessor

Code Generation '

Language

Precompiled Headers |
Output Files

Brovse Information
Advanced |

o System

Optimization Generate Map File )
< |

[ OK ] [ Bhbrechen ] Uberriehimer

Figure 10: Project-Properties: Map File
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8.1.2 Cod file (*.cod)

ND10_Heapleak Property Pages EWE

v | Platform; | Active{NetDCUII0 (ARMV4I))

Configuration:  Active(Debug)

# Common Properties
= Configuration Properties

General

Debuaging

Deployment

= CiC++

General
Optimization
Preprocessor
Code Generation
Language
Precompiled Headers
Cutput Files
Browse Infarmation
Advanced
Cormmand Ling
[+ Linker
[# Resources
[# XML Docurment Generatar
[+ Browse Information
[+ Build Events
[ Custom Bulld Step
[# Authenticode Signing

b [ Caonfiguration Manager. ., J

Create listing file with expanded attributes injected into source file.  (JFx)

| Expand Attributed Source Yes (/Fx) 8
| Assembler Output assembly, Machine Code and Source (/FAcs) ||
S List Tocation S(Ireoir)f 2
Object File Name $(InkDir))
Program Database File Name $(Int0ir)ve0 . pdb
Expand Attributed Source

OF, ] [ Abbrechen ] Ubetretimer

8.2 Source Code

Figure 11: Project-Properties: Cod File

DWORD W NAPI nyThr ead( LPVO D pPar amn

{
}

return 0;

voi d CND10_HeapLeakD g: : OnBnCl i ckedBut t on1()

Creat eThr ead( NULL, O, nyThr ead, 0, 0, 0) ;

Listing 2: Example #2: Source Code
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8.3 Preparing Platform

A. Copy *.map file to \windows
B. Copy AppVerif files to \windows (see chapter: Starting client on platform)

8.4 Preparing AppVerif

A. Read chapter 2to 4

Note:

You do not need to click on >>RUN<<. Instead you can start the application from VS2005 debugger.
When closing / stop debugging you can check the generated logfile.

8.5 Analyse the results

8.5.1 LogFile

SAMD10 Heapleak - 1/1/2006 17.04
+ @ Started
+ % Stopped
= # (1 unheed handies were allocated at this stack)
& [kemel diB0 524BC] Un-heed handle values:
* [kemel di.201524BC)THREAD Handle = 0x00753003 Mame: [un-named]’ PerfCount: 1011337424
@ [kemel di801524BC) Callstack:
¢ [(kemel dlS801524BC)  0x40b34814: shim_hleak dif{rnull) + 4814k
& [kemel dhB01524BC)  0x40b34710: shim_hieak difnull) + 4710k
@ [kemeldl20524BC)  (xd0bSdeld: sham_hieak dB{rnull] + 4efdh

Figure 12: Example #2 LogFile
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8.5.2 Cod File

Startaddress + Offset :

0x01b8 + 0x30 = 0x1e8

| 20nBnCl i ckedBut t on1@ND10_HeapLeakD g@AAXXZ| PRCC
CND10_HeaplLeakDl g: : OnBnCl i ckedButt onl

;72

001b8
001b8
001bc
001cO
001c4
001c8

73

001c8
001cc
001do
001d4
001d8
001dc
001e0
00le4
001e8

{

ela0c00d
€92d0001
€92d5000
e24dd010

| SLNs@nBnd i cke

nov

st ndb
st ndb

sub

| $M70727]

ri2
sp!,
sp!,
sp

sp

{ro}
{ri12, Ir}
sp, #0x10

Cr eat eThr ead( NULL, O, nyThr ead, 0, 0, 0) ;

€3a03000
e58d3004
€3a03000
e58d3000
€3a03000
e59f 2010
e3a01000
€3a00000
eb000000

nmov
str
nmov
str
nmov
| dr
nmov
nmov
b

r3
r3
r3
r3
r3
r2
ril,
ro,

#0
[sp, #4]
#0

[ sp]

#0

[ pc, #0x10]
#0

#0

Creat eThread

Listing 3: Example #2 Cod File
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9  Appendix

Note:

More informations at: http://msdn.microsoft.com/en-us/library/aa446904.aspx
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